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Connecting to eduroam

Connecting your Windows 10 device

It is possible that your device will connect to eduroam in two easy steps.
1. Select eduroam from your list of available wireless networks

2. Enter in your full USC email address (eg username@student.usc.edu.au if you are
a student and username@usc.edu.au if you are a member of staff) and then your current
password.

If your device does not connect, please follow this detailed guide.

This guide will take you step-by-step through the process of connecting your Windows 10 device to the
eduroam wireless network at USC. Simply follow the instructions below:

@ Once you are logged in to your device, right
click on the wireless icon in the taskbar

(found on the bottom right of the screen)
and choose “Open Network and Sharing
Center”.

Troubleshoot problems

Open Metwork and Sharing Center

@ On the screen that

[
appea rs SeIeCt set up :‘: Network and Sharing Center -
a nhew connection or A 58 » Control Panel » All Cantrol Panel ltems » Network and Sharing Center v @  Search Control Panel
”

network”. View your basic network information and set up connections

Control Panel Home

3 View your active networks

Change adapter settings You are currently not connected to any netwarks.

Change advanced sharing

seftings Change your netwarking settings

‘1;- Set up a new connecticn or network

oo up @ broadband, dial-up, or VPN connection; or set up a router or access point,

@ Troubleshoot problems

Diagnose and repair network problems, or get troublesheoting information,
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o3 X
Now choose to manually
. Y Set Up a Connection or Network
connect to a wireless *
network. | Choose a connection option
Connect to the Internet
Set up a broadband or dial-up connection to the Internet.
Lk Set up a new network
| <am-, Set up a new router or access point.
h_'.' Manually connect to a wireless network
=l Connect to a hidden network or create a new wireless profile,
| Connect to a workplace
Set up a dial-up or VPN connection to your workplace.

@ In “Network name” type in ! - X

eduroam (a” |n |0Wercase) & ¥ Manually connect to a wireless network
and select WPA2-Enterprise

from the Security type { Enter information for the wireless network you want to add
dropdown, then select next. PR Eiacin
Security type: WPA2-Enterprise v
| Encryption type: AES
Security Key: Hide characters

Start this connection automatically

[[] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

Cancel

You should now get a
“Successfully added B Wisiiially CORRECHIG A witsless Ttk
eduroam” message.
Choose “Change
connection settings”.

Successfully added eduroam

< Change connection settings
Open the connection properties so that | can change the settings.
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A Properties screen will now appear. Select eduroam Wireless Network Properties i
“Security” (the second tab along the top) Comnecton| Securty |
then press “Settings”.
1| Security type: WRA2-Enterprise v
Encryption type: AES w

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) w

[#]Remember my credentials for this connection each
time I'm logged on

Advanced settings

cares

In the “Protected EAP Properties" WindOW, Protected EAP Properties X
uncheck the validate server certificate and
press the “Configure” button.

When connecting:

I [ Verify the server's identity by validating the certificate I

Connect to these servers {examples:srv1;srv2;, Y. srv 3\, com);

Trusted Rook Certificati horities:

Wl Cla=s 3 Public Primary Certification Autharity

[] Microsoft Development Root Certificate Authority 2014
[] Microsoft Root Authority

[] Microsoft Root Certificate Authority

[] Microsoft Root Certificate Authority 2010

[] Microsoft Root Certificate Authority 2011

[ symantec Enterprise Mobile Root for Microsoft

[] Thawte Timestamping CA

Motifications before connecting:

Tell user if the server’s identity can't be verified

Select Authentication Method:

Secured password (EAP-MSCHAP v2) W Configure...
Enable Fast Reconnect
[ Disconnect if server does not present cryptobinding TLV
[]Enable Identity Privacy

Carc
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Make sure the check box on the EAP
MSCHAPv2 Properties screen that
appears is un-ticked (it should be
alre'ady) and press OK, and then OK R

again. W3\ com):

] Automatically use my Windows logon name and
password (and domain i army).

EAP MSCHAPwZ Properties

Cancel

L1 ML @S0 L LEVEIDEITIENL KOO L CEr it i sumony oJ 14
[ ] Microsoft Root Authority
[] Microsoft Root Certificate Authority

You should be on the “Security” tab again. eduroam Wireless Network Properties
Now select “Advanced settings”

Connection | Security
| Security type: WPA2-Enterprise v

Encryption type: AES W

Choose a network authentication method:

Microsoft: Protected EAP (PEAF) "

Remember my credentials for this connection each
time I'm logged on

Advanced settings

oK Cancel
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Once in “Advanced Settings” tick the Advanced settings X

“Specify authentication mode:” check box t ["802. X settngs |02, 11 sctings

(if it is not already) and select “User | | ———

authentication” from the dropdown list and S — S T
" H ”

preSS save Credentlals ° | Delete credentials for all users

[CEnable single sign on for this netwark

@ Perform immediately before user logon

Perform immediately after user logon

Maximum delay (seconds): 10 =

| Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

carce

Now enter in your full USC email address i =
(username@student.usc.edu.au for students Connection  Security
and username@usc.edu.au for staff) and X
press OK, and then OK again. | e et (502,11 ses
|| Spedify authentication mode:
| F.ls_er a_uth_eﬂtimtian e Save credentials
Wirlldows Security X

Save credentials
Saving your credentials allows your computer te connect to the network
when you're not logged on (for example, to download updates).

| abc123@student.usc.edu.au |

oK Cancel
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@ You should once again be on the eduroam Wireless Metwork Properties X
“Security” tab. Press OK one last time to

save all the settings for the eduroam
network you’ve just created.

Connection | Security

I Security type: WPAZ2-Enterprise v

Encryption type: AFS W

Choose a network authentication method:
Microsoft: Protected EAP (PEAF) W Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

oK Cancel

@ You should now see eduroam is

connected in your list of WiFi networks. i B |

L«

9% USC Guest

e

Airplane maode
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@ If your device was connected to eduroam previously and will no longer connect, you will need to
remove the settings entirely and start again.

To do this, left click on the
wireless icon in the
taskbar (found on the | &
bottom right of the
screen). This will bring up
the list of wireless
networks. Now select the
Network settings option.

| Airplane mode

@ In the settings screen that Settings S

appears select “Manage §52 NETWORK & INTERNET Find a setting p
Wi-Fi settings” , —

Wi-Fi
@ Connect 2 USC
|
Airplane mode

l0) USC Guest
Data usage

Hidden Netwark

Dial-up

Advanced options

Ethernet Manage Wi-Fi settings

P
L Related settings

Show available connections
Change adapter settings

Change advanced sharing settings
MNetwork and Sharing Center

HomeGroup
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When the Manage WI-FI o -0

. MANAGE WI-FI SETTINGS
Settings screen appears, & _ . _
. networks that your contacts share with you. By using Wi-Fi Sense,
ScrOH to the bOttom, Cl |Ck you agree that it can use your location.
on ed uroam a nd SeleCt Remember, not all Wi-Fi networks are secure.
fO I’get. Learn more

Give and get Internet access without seeing shared passwords.
You'll get connected to Wi-Fi networks your contacts share, and
they'll get connected to networks you share.

Manage known networks

eduroam

If you find your laptop attempting to connect to the “Connect 2 USC” network please remove it as
well and your device should then default to the eduroam connection.
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Please note: If your Windows 10 device does not have the wireless icon on the taskbar you can get

to the “Manage Wireless Networks” screen by going to the “Tiles Screen” and then searching for
“Network and Sharing Center”.

.‘_-l- Network and Sharing Center

Control panel

A

== My stuff £ web

network and sharing cented

If your device does not connect after following these steps please contact the Student IT Help
Desk if you are a student, or the Staff IT Service Desk if you are a member of staff.

Student IT Help Desk Staff IT Services Desk

Tel: +61 7 5459 4455 Tel: +61 7 5430 1237

Counter: Library Information Desk Counter: Level 4, ICT Centre (BuildingJ)
Email: StudentITHelp@usc.edu.au Email: itservicedesk@usc.edu.au
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